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Know Your Enemy

Signal Characteristics of Civil GPS Jammers

GPS IS AT WAR. It is a major asset for United States and allied military forces
in a number of operating theaters around the world in both declared and
undeclared conflicts. But GPS is at war on the domestic front, too — at
war against a proliferation of jamming equipment being marketed to
cause deliberate interference to GPS signals to prevent GPS receivers from
computing positions to be locally stored or relayed via tracking networks.
There have been many notable examples of deliberate jamming of GPS
receivers. Many more likely go undetected each day. In 2009, outages of a
Federal Aviation Administration reference
receiver at Newark Liberty International
Airport close to the New Jersey Turnpike
were traced to a $33, 200 milliwatt GPS
jammer in a truck that passed the airport
each day. The driver was reportedly
. arrested and charged. In July 2010, two
e truck thieves in Britain were jailed for 16
DLl years. They used GPS jammers to prevent
WLCECEECR  the trucks from being tracked after the

Many instances ofjamming thefts. And in Germany, some truck drivers
have been using jammers to evade the
go undetected everyday.  country’s GPS-based road-toll system.

The U.S. and some foreign governments

have enacted laws to prohibit the

importation, marketing, sale or operation of these so-called personal
privacy devices. Nevertheless, a certain number of jammers are in the
hands of individuals around the world and they continue to be available
from manufacturers and suppliers in certain countries. So, GPS jamming is a
continuing threat both at home and abroad and a detailed understanding of
how the available jammers work is necessary to judge their effectiveness and
limitations. This information will also help in developing countermeasures
that could be incorporated into GPS receivers to limit the impact of jammers.

Jammers constitute an enemy force, and as the Chinese General Sun Tzu
stated in the Art of War more than 2,000 years ago, battles will be won by
knowing your enemy. In the last verse of Chapter Three, he states:

So it is said that if you know your enemies and know yourself, you can win a
hundred battles without a single loss.

If you only know yourself, but not your opponent, you may win or may lose.

In this month’s column, a team of researchers from Cornell University
and the University of Texas at Austin reports on their analyses of the signal
properties of 18 commercially available GPS jammers. The enemy has been
exposed.

If you know neither yourself nor your enemy, you will always endanger yourself.
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he Global Positioning System
has  become  increasingly

incorporated  into  civilian
infrastructure. The increase in GPS-
integrated  systems has  caused
a proportional increase in the
vulnerability of these systems to
jamming and interference. The interests
of individuals or groups willing to
break the law may be served by
interfering with the normal operation
of GPS-enabled systems. As a result,
in recent years many GPS jamming
devices have become available for
purchase over the Internet. These
relatively cheap devices, some costing
less than an inexpensive GPS receiver,
pose a significant risk to the normal
operation of many systems reliant on
GPS.

Many types of intentional radio
frequency (RF) interference exist,
including tones, swept waveforms,
pulses, narrowband noise, and
broadband noise. There are a number
of methods for mitigating the effects
of jamming and interference, and
additional methods exist to locate the
sources of the interference. Mitigation
and location methods can be improved
by use of a priori information about
the interference source. This article
provides such a priori information
for a set of jammers and assesses their
threats. Its results are based on two
tests. The first test records raw RF
data from a selection of jammers and
analyzes it using fast Fourier transform
(FFT) spectral methods. The second
test evaluates the effective range of
a subset of the GPS jammers using
a commercial off-the-shelf (COTS)
receiver.

The article presents results based on
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18 civil GPS jammers. There are other
types of GPS jammers for sale that
were not tested. Furthermore, civil
jammer behavior and design is likely
to evolve over time. In this article, we
draw conclusions based on only the
jammers that we tested.

Overview of Civil GPS Jammers

Devices that claim to jam or “block”
GPS signals are widely available
through a number of websites and
online entities. The cost of these
devices ranges from a few tens of
dollars to several hundred. Their price
does not seem to correlate with the
claims made by the purveyors of these
devices regarding the features and
effectiveness of the product in question.
Effective ranges from a few meters to
several tens of meters are advertised,
but the actual effective ranges are
significantly greater. Claimed and true
power consumptions range from a
fraction of a watt to several watts.

We grouped the GPS jammers we
examined in this article into three
categories based on morphology.
The first is a group of jammers
designed to plug into an automotive
12-volt auxiliary power supply outlet
(cigarette lighter socket); this class of
jammer is referred to in the remainder
of this article as Group 1. The second
category contains those jammers
that are both powered by an internal
rechargeable battery and that have
an external antenna connected via an
SMA connector; these jammers are
referred to as Group 2. The jammers in
Group 3 are disguised as cell phones;
they have batteries but no external
antennas. FIGURE 1shows an example of
a device from each of Groups 1-3.

All 18 jammers broadcast power
at or near the L1 carrier frequency,
six broadcast power at or near the L2
carrier frequency, and none broadcast
power at or near the L5 carrier
frequency. Some of the jammers also
broadcast power at frequencies outside
of the GPS bands, typically cellular
phone or Wi-Fi bands, but those
frequencies are outside the scope of
this article. Results in this article are
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A FIGURE 1 Three jammers are depicted, from left to right Jammers 1, 5, and 15 from Groups 1,

2, and 3, respectively.

for the current power levels broadcast
in the GPS L1 and L2 bands, but
examination of power levels in non-
GPS bands indicate that many of these
devices could be easily modified to
broadcast much more power in the
GPS bands.

The jammer antennas have been
removed in most of the testing for
this article, but their use in a real-
world scenario will modify the
jammer behavior. The antennas used
by Group 1 and Group 2 jammers
are loaded monopole antennas, while
those used by the Group 3 jammers
are electrically short helical antennas
that have approximately the same gain
pattern as the loaded monopoles. These
antennas broadcast linearly polarized
radiation, as opposed to the right-hand
circular polarization of GPS signals.
The polarization mismatch will cause
some loss in received power at a right-
hand circularly polarized GPS receiver
antenna.

Jammer Signal Characteristics Test

The goal of the first set of tests was
to record complex samples of the
jamming signals and to derive the
jammer characteristics from these
data. A two-step procedure was used
to collect useful data. The first step
used a spectrum analyzer to find the
frequency range of the jamming signal

near L1 and L2. The second step used
this frequency information to set the
center frequency of a general-purpose
RF digitization and signal storage
device with a 12-drive RAID storage
array. Offline analyses were then
conducted on the recorded data.

The test procedure was as follows.
For the first two groups, the jammer
was placed inside an RF-shielded
test enclosure shown in FIGURE 2, to
prevent any signal leakage, and its
SMA signal output port was connected
to the relevant data collection device
using a shielded coaxial cable. The
signal had to pass from the inside to
the outside of the RF enclosure using
the built-in coaxial feed-through.
Note, therefore, that no jammer signal
radiation occurred for Group 1 and 2
jammers even inside the RF enclosure.
The enclosure was used primarily as a
precaution.

None of the Group 3 jammers had
external antennas. Therefore, they
were allowed to radiate in the RF
enclosure using their internal antennas.
To capture the signal, a receiving patch
antenna with active amplification was
placed in the RF enclosure, and the
antenna output was connected to the
relevant RF recording device via the
enclosure’s coaxial feed-through. The
jammer and receiving antenna were
separated by about 14 centimeters. The
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A FIGURE 2 RF-shielded test enclosure. Jammers were operated inside
the enclosure to prevent emission of their RF signals.

patch antenna field-of-view center was pointed directly at
the jammer. The jammer was oriented such that the axis of
its helical antenna was pointing perpendicular to the line
from the receiving antenna to the jammer.

Jammer Signal Characteristics Test Results

Although 18 jammers were tested, only a representative
subset is discussed here. The signals were analyzed using
FFT spectral methods and measurements of in-band power.
FIGURE 3 displays the results of this analysis for a typical
jammer from Group 1.

The top plot of Figure 3 graphs frequency on the vertical
scale versus time on the horizontal scale. The bottom
plot graphs power on the vertical scale versus time on the
horizontal scale. Each vertical slice of the recorded RF
data plot is a single FFT frequency spectrum. It covers
62.5 MHz centered on the L1 band and has a resolution of
approximately 1 MHz. The relative power spectral density
of each slice is indicated by color. The time axes of both
plots span 80 microseconds.

The upper plot of Figure 3 is clearly that of a linear
frequency modulation interspersed with rapid resets — a
series of linear chirps. Each sweep takes nine microseconds
and spans a range of about 14 MHz. This range includes the
civil L1 GPS band. The center frequency is depicted by the
horizontal red line in the top plot. The power is about 20
milliwatts and remains fairly constant over the sweep.
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Three of the Group 1 jammers appeared to be of the same
model and one was slightly different. All of them broadcast
power only at L1. Despite their similarities in external
appearance, the three jammers of the same model exhibited
markedly different signal properties. These differences will
be presented later in terms of tabulated frequency modulation
characteristics and in-band power levels.

One of the Group 2 jammers was unusual in two respects,
as illustrated in FIGURE 4. This figure plots the L2 spectrum
whose center is indicated by the horizontal red line in the top
plot. The first obvious difference from Figure 3 is that the
frequency modulation in time is a triangular wave instead of
a sawtooth. Additionally, the modulation frequency is very
high in comparison to all the other jammers; its period is
only about 1 microsecond. Note that the horizontal scale of
this figure spans only 8 microseconds, that is, 10 times less
than in Figure 3.

The other Group 2 jammers tended to broadcast sawtooth
frequency modulations as in Figure 3. They all broadcast
jamming power at L1. Of course, the jammer depicted in
Figure 4 broadcast power at L2 as well. Only one other
Group 2 jammer had L2 jamming capability. Two of the
jammers suffered from poor design of their L1 frequency
modulation schemes: they placed no jamming power closer
than 4.6 MHz away from the nominal L1 carrier frequency.

Another unusual frequency modulation was encountered
in a Group 3 jammer. The L1 results for this jammer are
depicted in FIGURES. It seems to show a linear-type frequency
modulation distorted by sudden frequency jumps, as seen in
the upper plot of the figure. Despite its irregular nature, this
waveform maintains its jamming efficacy.

All four jammers in Group 3 broadcast power at L1,
L2, and additional frequency bands. Three of the jammers
appeared to be of the same model, while a fourth was
different. Jammers in this group normally use a standard
sawtooth frequency modulation. Figure 5 represents the
exception.

Additional types of distortion from the nominal sawtooth
frequency modulation have been observed in some of the

Group  Jammer L1 sweep period L2 sweep period L2 sweep range
number number (microseconds) (microseconds)  (L2+/-) (MHz)

1 26 313/254 - -

1 2 27 313/313
3 9 86/54
4 9 9.6/4.4
5 9 1.6/74
6 12 19.6/21.4
7 9 7.6/6.4
8 9 6.6/9.4

) 9 9 5.6/84 - -
10 1 >313/>313 1 19.4/29.6
1 9 5.6/6.4 9 34/76
12 8 17.6/-5.6 - -
13 9 18.6/-4.6 -
14 9 76/64 - -
15 9 3.6/134 9 2.4/16.6

3 16 8 >313/>313 8 16.4/26.6
17 9 -54/164 9 -7.6/20.6
18 9 10.6/8.4 9 0.4/15.6

A TABLE1 Frequency characteristics of GPS jammers.
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jammers. Discussion of each additional
variation has been omitted here for
the sake of brevity. See the authors’
companion conference paper, listed in
the Further Reading sidebar for more
details.

Frequency Modulation Periods and
Ranges. The frequency modulation
characteristics of all 18 jammers are
listed in TABLE 1. The first two columns
identify each jammer by group number
and jammer number. The sweep period
and frequency range for the L1 sweep
are shown in the third and fourth
columns. The two numbers in the
fourth column are the upper and lower
bounds of the jamming tone sweep
range in megahertz above and below
the L1 carrier frequency. For instance,
the period between resets of the linear
frequency modulation of Jammer 1 is
26 microseconds and the tone sweeps
from 254 MHz below L1 to 31.3
MHz above L1. The fifth and sixth
columns are analogous to the third and
fourth columns, but for jamming in the
L2 band, with entries only for those
jammers that broadcast in this band.

The sweep periods were calculated
using four contiguous sweeps from
near the beginning of each data set and
another four sweeps 30 seconds later.
The sweep periods exhibited standard
deviations of less than 1 microsecond.

L1 bandwidth (MHz)

Jammer
number

Group
number
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L2 bandwidth (MHz) Non-GPS
20 frequencies

Yes/No

) 9 159 499 499 = = = Yes
10 12 6.5 19 27 146 351 No
n 244 642 642 21 482 482 No
12 0.00 58 109 = = = No
13 0.00 3 107 No
14 18 42 42 = = = Yes
15 1.18 4.76 4.95 0.60 5.44 7.70 Yes
3 16 0.01 0.04 0.07 0.04 0.20 0.26 Yes
17 0.00 1.46 3.44 0.00 0.37 1.74 Yes
18 139 4.61 4.69 0.61 4.66 5.64 Yes

A TABLE2 Jammer power levels in frequency bands of interest.

Group Jammer Tracking Group Jammer Tracking
number number (dB) number number (m)
1 1 82 92 1 1 308 973
10 82 88 10 308 614
2 1 108 111 2 11 6140 8670
13 77 89 13 173 689

A TABLE 3 Jammer attenuation levels needed
to allow COTS GPS receiver acquisition
and tracking.

A TABLE4 Ranges of jammer effectiveness
against COTS GPS receiver when using
lossless isotropic antennas.

The reported sweep ranges are the
minimum and maximum frequency
observed in the same data used to
calculate sweep periods. The sweep
ranges changed by as much as 2.5
MHz between sweeps.

One can make a number of
observations based on Table 1. First, as
mentioned previously, jammers which
appeared to be of the same model

exhibited significant variations in
sweep behavior. For instance, Jammers
1, 3, and 4 appeared to be of the same
models, yet Jammer 1 has a sweep
period nearly three times as long as
Jammers 3 and 4. It also has a sweep
range four times as wide. Second, some
individual jammers were exceptional.
For example, Jammer 10 has a sweep
period nearly 10 times shorter than any
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A FIGURE 3 Jammer 4 power spectral density versus time, with color
indicating relative power (top plot) and power versus time in a
62.5-MHz band centered at the L1 carrier frequency (bottom plot).
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A FIGURE 4 Jammer 10 power spectral density versus time (top plot),
with resolution of about 3 MHz and color indicating relative power,
and power versus time (bottom plot) in a 62.5-MHz band centered
at the L2 carrier frequency.

other jammer, and its L1 sweep range exceeded the 62.5
MHz bandwidth recorded by the RF sampling equipment.
The sweep range of Jammer 16 also exceeded the sampled
bandwidth, though its sweep period was not exceptional.
Jammers 12 and 13 do not sweep through the L1 carrier
frequency, as indicated by the negative signs in the fourth
column of Table 1. Jammer 17 suffered from the same
problem, but for both L1 and L2.

In-Band Jammer Power Levels. The GPS signal is spread over
several megahertz by the pseudorandom noise (PRN) codes
that modulate the L1 or L2 carrier waves. Different GPS
receivers exploit this spreading by processing more or less
of the full bandwidth. The RF power of the GPS jamming
signal within different bands centered at L1 is an important
concern because different receiver RF front-end bandwidths
may allow different total amounts of jammer power to
pass through them. For example, a C/A-code receiver with
a 2-MHz RF front-end bandwidth will pass 10 dB less
jammer power than will a 20-MHz bandwidth RF front end
of a P(Y)-code receiver if the jammer in question spreads
its power evenly over the 20-MHz band centered at the L1
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carrier frequency. If the jammer power is concentrated in a
2-MHz range, however, then both receiver front ends will
pass equal total jammer power.

To determine the power in different bandwidths, the raw
data were filtered to pass only the bandwidths of interest. The
data were digitally filtered using a finite input response (FIR)
equiripple band-pass filter, providing 60 dB of attenuation
at 2 MHz past the roll-off frequency. Note that a real GPS
receiver will probably not have analog filter frequency roll
offs as sharp as those used in our work.

TABLE 2 presents the results of this study. It reports power
measurements averaged over 15 milliseconds in three
different bandwidths: 2, 20, and 50 MHz, all centered at the
nominal L1 or L2 carrier frequency. The table also indicates
whether each jammer broadcasts power at frequencies other
than the GPS frequencies. No power data is given for the
non-GPS frequencies because they are not the focus of this
article.

A number of observations can be drawn from Table 2.
First, there is a large variation in broadcast power among
jammers, with Group 2 jammers being on average more
powerful. Specifically, Jammer 11 is the most powerful,
broadcasting more than a watt in the GPS bands! Second,
jammers of the same model broadcast roughly the same
amount of power despite the differences in sweep behavior
mentioned above. For instance, Jammers 1, 3, and 4
broadcast roughly the same amount of power, and Jammers
15, 17, and 18 do so as well. Third, the poor frequency
plans of Jammers 12, 13, and 17 are apparent in the power
measurements. These jammers did not sweep a tone through
L1 or L2, and effectively no power was measured in the
2-MHz band centered on the L1 or L2 carrier frequencies.

Although not shown in the tables, Jammers 12, 13, and
14 exhibited periodic variations in broadcast power. Their
peak-to-peak power varies as a sawtooth wave with period
approximately 15 milliseconds and amplitude on the order
of 10 percent of the total broadcast power.

The measured power values in Table 2 for jammers of
Groups | and 2 were derived using direct cable connections.
Thus, they report the total power into the transmitting
antenna. The power received at a GPS receiver’s RF front
end will be affected by any antenna inefficiency, the antenna
gain pattern, and the space loss, among other effects.

In contrast, the power reported for Group 3 jammers
includes all of those effects for the given test configuration.
Specifically, the receiving antenna picked up only a fraction of
the radiated power because the receiving antenna subtended
only a fraction of the 4 steradians around the transmitting
antenna. Also, the power that was received was boosted by the
receiving antenna’s active low-noise amplifier. Finally, the
radiation environment inside the RF enclosure is uncertain,
and the enclosure constrains the separation of the antennas
to be on the order of one wavelength, thereby giving rise to
near-field effects. Therefore, the indicated power levels for
the Group 3 jammers do not constitute measures of absolute
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power. The tabulated power levels
for Group 3 jammers are included
primarily for purposes of comparison
within the group.

Maximum Effective Range Test

The goal of the second set of tests
was to determine the effective ranges
of the GPS jammers when interfering
with a COTS receiver. A constraint on
this test was that it could not broadcast
harmful radiation to the environment.
Ideally, the jammers and a receiver
would be taken outside and tested
with all antennas attached. However,
this type of test would possibly
interfere with other equipment and is
illegal in the United States. A close
approximation to this scenario can
be constructed using a high-fidelity
simulated GPS signal, a commercial
GPS receiver, a GPS jammer in an RF
enclosure, and a set of attenuators to
simulate various distances. The setup
for the second test is shown in the

block diagram of FIGURE 6.

Each range test involved running
a GPS jammer inside the RF
enclosure, passing its signal through
the enclosure’s coaxial feed-through,
and electrically combining that signal
with a GPS simulator signal. The
combined signal was then input to the
antenna connector of the COTS GPS
receiver. Attenuators were inserted
in-line with the GPS jammer before
it arrived at the combiner. Using this
setup, two tests were conducted. The
first test determined the jamming
signal attenuation level necessary
for continuous tacking. The second
test determined the attenuation level
necessary to allow the receiver to
acquire the simulator signal within five
minutes from a cold start. As will be
shown in the next section, the resulting
attenuation values can be converted
into effective ranges of the jammers
if one makes certain reasonable
assumptions about transmitting and
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receiving antenna gains and path
losses.

The simulator power level was set so
that the power into the receiver matched
that which it would receive from the
actual GPS constellation through a
typical roof-mounted passive patch
antenna. This power level was checked
by comparing the resulting C/N, for all
of the visible satellites when using the
simulator against typical C/N; values
when using the roof-mounted antenna.
Typical levels reported by the receiver
were C/N, =43 dB-Hz.

Maximum Effective Range Results
The jamming signal attenuation
levels resulting from the two tests are
presented in TABLE 3. These tests were
conducted on one jammer from Group
1 and three jammers from Group 2. No
jammers from Group 3 were included
because of the broadcast power
uncertainties discussed in connection
with Table 2.
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A FIGURE 5 Jammer 15 power spectral density versus time, with color
indicating relative power (top plot) and power versus time in a
62.5-MHz band centered at the L1 carrier frequency (bottom plot).
Note the additional frequency jumps in the sweep pattern.
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A FIGURE 6 Block diagram of the test procedure and equipment used
to determine the GPS jammers' effective ranges.

The attenuation values by themselves are not very useful,
but they can be converted into distance measurements with
a number of assumptions. The ratio of received power to
transmitted power can be expressed as

P 2
- G,Gr (L)
P 4mr

1

where G, is the transmitting antenna gain, G is the receiving
antenna gain, and the term (A/(4nr))* is the path loss for
radiation of wavelength 4 over the distance . This equation
can be solved for the range, 7:

r= (ij GG, [EJ
4n P

The quantity in this formula that equates to the total
electrical jammer attenuation produced in each bench-top
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test is the product of the antenna gains and the ratio of
transmitted to received power: G, G (P /P).

To convert the results in Table 3 into effective ranges, the
transmitting and receiving antennas can be assumed to be
perfect, lossless, isotropic radiators. In this case, the gain
terms, G,and G , are unity. Each measured attenuation value
can be converted to the unitless ratio, P /P, and substituted
into the equation for ». Use of this equation at the LI
carrier frequency yields the ranges in TABLE 4. If the range
between the jammer and receiver is less than that listed in
the third column of the table, then the jammer will prevent
the receiver from tracking and acquiring. If the range is less
than that listed in the last column but more than that listed
in the third column, the receiver will continue to track but
be unable to acquire. The effective ranges are at least an
order of magnitude greater than the claims of the jammers’
purveyors.

Distinct scenarios with different antennas can be
approximately tested using Table 3 and the range equation.
For example, a patch antenna that is oriented perfectly
skyward might have 10 dB of attenuation at very low
elevation angles, and the jammer might have an additional
3 dB loss due to polarization mismatch. In this scenario,
the effective jamming range would be factored down by
101320 = (022. In this case, Jammer 11’s tracking
interference range would be reduced from 6.1 kilometers
to 1.4 kilometers. Additional jammer signal attenuation
might occur if the emissions passed through the reduced RF
aperture of a vehicle’s body and windows. Such an effect
could be incorporated into the range equation to determine a
revised effective range.

Due to the ignored losses in the real system, it would
likely be safe to assume that the effective ranges of the GPS
jammers would be no greater than those listed in Table 4. The
ranges could potentially be greater if a high-gain receiving
antenna were aimed directly at the jamming source, or if
the jamming source used a high-gain transmitting antenna
aimed at the receiver. None of the jammers tested employed
such an antenna.

Summary and Conclusions
This article has presented the signal properties of 18
commercially available GPS jammers as determined from
two types of live experimental tests. The first test examined
the frequency structures and power levels of the jammer
signals. It showed that all of the jammers used some sort of
swept tone method to generate broadband interference. The
majority of the jammers used linear chirp signals, all jammed
L1, only six jammed L2, and none jammed L5. The sweep
period of the jammers is about 9 microseconds on average,
and they tend to sweep a range of less than 20 MHz. Some
of the jammers’ sweep ranges failed to encompass the target
L1 or L2 carrier frequencies.

The second test provided an estimate of four of the
jammers’ effective ranges when deployed against a typical
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commercial receiver. An upper bound
on the effective ranges was calculated
for idealized, lossless, isotropic
radiating and receiving antennas with
matched polarizations. The weakest
of the four jammers affected tracking
at a range of about 300 meters and
acquisition at about 600 meters,
while the strongest affected tracking
at a range of about 6 kilometers and
acquisition at about 8.5 kilometers.
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