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A
V�HOHFWULF�SRZHU�JULGV�FRQWLQXH�

WR�H[SDQG�WKURXJKRXW�WKH�

ZRUOG�DQG�DV�WUDQVPLVVLRQ�OLQHV�

DUH�SXVKHG�WR�WKHLU�RSHUDWLQJ�OLPLWV��

WKH�G\QDPLF�RSHUDWLRQ�RI�WKH�SRZHU�

V\VWHP�KDV�EHFRPH�D�VHULRXV�FRQFHUQ�

DQG�LQFUHDVLQJO\�GLIILFXOW�WR�DFFXUDWHO\�

PRGHO��0RUH�HIIHFWLYH�UHDO�WLPH�V\VWHP�

FRQWURO�LV�QRZ�VHHQ�DV�NH\�WR�SUHYHQWLQJ�

ZLGH�VFDOH�FDVFDGLQJ�RXWDJHV�OLNH�WKH�

�����1RUWKHDVW�%ODFNRXW�

)RU�\HDUV��HOHFWULF�SRZHU�FRQWURO�

FHQWHUV�KDYH�HVWLPDWHG�WKH�VWDWH�RI�WKH�

SRZHU�V\VWHP��WKH�SRVLWLYH�VHTXHQFH�

YROWDJH�PDJQLWXGH�DQG�SKDVH�DQJOH�DW�

HDFK�QHWZRUN�QRGH��IURP�PHDVXUHPHQWV�

RI�SRZHU�IORZV��%XW�IRU�LPSURYHG�

DFFXUDF\�LQ�WKH�VR�FDOOHG�SRZHU�V\VWHP�

VWDWH�HVWLPDWHV��LW�ZLOO�EH�QHFHVVDU\�WR�

IHHG�H[LVWLQJ�HVWLPDWRUV�ZLWK�D�ULFKHU�

PHDVXUHPHQW�HQVHPEOH�RU�WR�PHDVXUH�

WKH�JULG�VWDWH�GLUHFWO\�

$OWHUQDWLQJ�FXUUHQW��$&��TXDQWLWLHV�

KDYH�EHHQ�DQDO\]HG�IRU�RYHU�����\HDUV�

XVLQJ�D�FRQVWUXFW�GHYHORSHG�E\�&KDUOHV�

3URWHXV�6WHLQPHW]�LQ�������NQRZQ�DV�

D�SKDVRU��,Q�SRZHU�V\VWHPV��WKH�SKDVRU�

FRQVWUXFW�KDV�FRPPRQO\�EHHQ�XVHG�

IRU�DQDO\]LQJ�$&�TXDQWLWLHV��DVVXPLQJ�

D�FRQVWDQW�IUHTXHQF\���$�UHODWLYHO\�

QHZ�V\QFKURQL]DWLRQ�WHFKQLTXH�ZKLFK�

DOORZV�UHIHUHQFLQJ�PHDVXUHG�FXUUHQW�

RU�YROWDJH�SKDVRUV�WR�DEVROXWH�WLPH�

KDV�EHHQ�GHYHORSHG�DQG�LV�FXUUHQWO\�

EHLQJ�LPSOHPHQWHG�WKURXJKRXW�WKH�

ZRUOG��7KH�PHDVXUHPHQWV�SURGXFHG�

E\�WKLV�WHFKQLTXH�DUH�NQRZQ�DV�

V\QFKURQL]HG�SKDVRU�PHDVXUHPHQWV�

RU�V\QFKURSKDVRUV��6\QFKURSKDVRUV�

SURYLGH�D�UHDO�WLPH�VQDSVKRW�RI�FXUUHQW�

DQG�YROWDJH�DPSOLWXGHV�DQG�SKDVHV�

DFURVV�D�SRZHU�V\VWHP��DQG�VR�FDQ�

JLYH�D�FRPSOHWH�SLFWXUH�RI�WKH�VWDWH�RI�

D�SRZHU�V\VWHP�DW�DQ\�LQVWDQW�LQ�WLPH���

7KLV�PDNHV�V\QFKURSKDVRUV�XVHIXO�IRU�

FRQWURO��PHDVXUHPHQW��DQG�DQDO\VLV�RI�

WKH�SRZHU�V\VWHP�

$�GHYLFH�XVHG�WR�PHDVXUH�

V\QFKURSKDVRUV�LV�FDOOHG�D�SKDVRU�

PHDVXUHPHQW�XQLW��308���,Q�D�W\SLFDO�

GHSOR\PHQW��308V�DUH�LQWHJUDWHG�LQ�

SURWHFWLYH�UHOD\V�DQG�DUH�VDPSOHG�IURP�

ZLGHO\�GLVSHUVHG�ORFDWLRQV�LQ�WKH�SRZHU�

V\VWHP�QHWZRUN��7KH\�DUH�V\QFKURQL]HG�

ZLWK�UHVSHFW�WR�WKH�FRPPRQ�WLPH�

VRXUFH�RI�D�*36�FORFN��308V�EDVLFDOO\�

PHDVXUH�$&�YROWDJH��RU�FXUUHQW��DQG�

DEVROXWH�SKDVH�DQJOHV�DW�VHOHFWHG�

ORFDWLRQV�LQ�DQ�HOHFWULF�WUDQVPLVVLRQ�RU�

GLVWULEXWLRQ�V\VWHP�

GPS Spoofing
*36�VSRRILQJ�LV�WKH�DFW�RI�SURGXFLQJ�

D�IDOVLILHG�YHUVLRQ�RI�WKH�*36�VLJQDO�

ZLWK�WKH�JRDO�RI�WDNLQJ�FRQWURO�RI�D�

*36�UHFHLYHU¶V�SRVLWLRQ�YHORFLW\�WLPH�

�397��VROXWLRQ��7KLV�LV�PRVW�HIIHFWLYHO\�

DFFRPSOLVKHG�ZKHQ�WKH�VSRRIHU�KDV�

NQRZOHGJH�RI�WKH�*36�VLJQDO�DV�VHHQ�

E\�WKH�WDUJHW�UHFHLYHU�VR�WKDW�WKH�VSRRIHU�

FDQ�SURGXFH�D�PDWFKHG��IDOVLILHG�YHUVLRQ�

RI�WKH�VLJQDO��,Q�WKH�FDVH�RI�PLOLWDU\�

VLJQDOV��WKLV�W\SH�RI�DWWDFN�LV�QHDUO\�

LPSRVVLEOH�EHFDXVH�WKH�PLOLWDU\�VLJQDO�LV�

HQFU\SWHG�DQG�WKHUHIRUH�XQSUHGLFWDEOH���

2Q�WKH�RWKHU�KDQG��WKH�FLYLO�*36�

VLJQDO�LV�SXEOLFO\�NQRZQ�DQG�UHDGLO\�

SUHGLFWDEOH�

,Q�UHFHQW�\HDUV��FLYLO�*36�VSRRILQJ�

LV�EHFRPLQJ�UHFRJQL]HG�DV�D�VHULRXV�

WKUHDW�WR�PDQ\�FULWLFDO�LQIUDVWUXFWXUH�

DSSOLFDWLRQV�ZKLFK�UHO\�KHDYLO\�RQ�

WKH�SXEOLFO\�NQRZQ�FLYLO�*36�VLJQDO��

$�QXPEHU�RI�SURPLVLQJ�PHWKRGV�DUH�

FXUUHQWO\�EHLQJ�GHYHORSHG�WR�GHIHQG�

DJDLQVW�FLYLO�*36�VSRRILQJ�DWWDFNV��

EXW�LW�ZLOO�VWLOO�WDNH�D�QXPEHU�RI�\HDUV�

EHIRUH�WKHVH�WHFKQRORJLHV�PDWXUH�DQG�

DUH�LPSOHPHQWHG�RQ�D�ZLGH�VFDOH��

&XUUHQWO\��WKHUH�LV�D�FRPSOHWH�DEVHQFH�RI�

DQ\�RII�WKH�VKHOI�GHIHQVH�DJDLQVW�D�*36�

VSRRILQJ�DWWDFN�

6HH�³GENERATION, TRANSMISSION �́VLGHEDU�

IRU�EDFNJURXQG�RQ�WKH�IROORZLQJ�WHVWV�

The Tests.�7KH�PLQLPXP�WKUHVKROG�IRU�

VXFFHVV�ZDV�WR�VKRZ�WKDW�D�*36�VSRRIHU�

Going Up Against Time
The Power Grid’s Vulnerability to GPS Spoofing Attacks

 ▲  FIGURE 1 Block diagram of the University of Texas spoofer used to attack the phasor unit.

Spoofing tests against phasor measurement units demonstrate their vulnerability to attack. A generator trip in an automatic control 

scheme could be falsely activated by the GPS spoofing, possibly leading to cascading faults and a large-scale power blackout. 

Daniel P. Shepard, Todd E. Humphreys, and Aaron A. Fansler
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FRXOG�IRUFH�D�308�WR�YLRODWH�WKH�,(((�&�������6WDQGDUG�

³6\QFKURSKDVRUV�IRU�3RZHU�6\VWHPV�´�ZKLFK�GHILQHV�DFFXUDF\�

DV�D�YHFWRULDO�GLIIHUHQFH�EHWZHHQ�WKH�PHDVXUHG�DQG�H[SHFWHG�

YDOXH�RI�WKH�SKDVRU�IRU�WKH�PHDVXUHPHQW�DW�D�JLYHQ�LQVWDQW�RI�

WLPH��FDOOHG�WKH�WRWDO�YHFWRU�HUURU��79(����79(�EOHQGV�WKUHH�

SRVVLEOH�VRXUFHV�RI�HUURU��PDJQLWXGH��SKDVH�DQJOH��DQG�WLPLQJ��

$Q�HUURU�LQ�WLPLQJ�DSSHDUV�LGHQWLFDO�WR�DQ�HUURU�LQ�SKDVH�DQJOH��

:LWKRXW�WLPLQJ�DQG�PDJQLWXGH�HUURUV��D�SKDVH�DQJOH�HUURU�

RI������R�FRUUHVSRQGV�WR�D���SHUFHQW�79(��WKH�PD[LPXP�

DOORZDEOH�E\�WKH�,(((�&�������6WDQGDUG��7KLV�SKDVH�DQJOH�

HUURU�FRXOG�EH�HTXLYDOHQWO\�DQG�LQGLVWLQJXLVKDEO\�FDXVHG�E\�D�

WLPLQJ�HUURU�RI�������V��ZKLFK�ZDV�FKRVHQ�DV�WKH�WKUHVKROG�IRU�

VXFFHVV�LQ�WKH�VSRRILQJ�WHVWV�

The Spoofer
7KH�FLYLO�*36�VSRRIHU�XVHG�IRU�WKHVH�WHVWV�LV�DQ�DGYDQFHG�

YHUVLRQ�RI�WKH�VSRRIHU�UHSRUWHG�LQ�³$VVHVVLQJ�WKH�6SRRILQJ�

7KUHDW�´�*36�:RUOG��-DQXDU\�������$�EORFN�GLDJUDP�RI�WKH�

VSRRIHU�LV�VKRZQ�LQ�FIGURE 1��,W�LV�WKH�VDPH�VSRRIHU�XVHG�LQ�WKH�

WHVWV�GHVFULEHG�LQ�³'URQH�+DFN´�LQ�WKLV�LVVXH�RI�WKH�PDJD]LQH��

DQG�D�GHWDLOHG�GHVFULSWLRQ�LV�JLYHQ�RQ�SDJH�����

7KH�VSRRIHU�FDQ�FDUU\�RXW�D�VRSKLVWLFDWHG�VSRRILQJ�DWWDFN�

LQ�ZKLFK�QR�REYLRXV�FOXHV�UHPDLQ�WR�VXJJHVW�WKDW�DQ�DWWDFN�LV�

XQGHUZD\��7KH�8QLYHUVLW\�RI�7H[DV�VSRRIHU�DQG�DWWDFN�VWUDWHJ\�

KDYH�EHHQ�WHVWHG�DJDLQVW�D�ZLGH�YDULHW\�RI�*36�UHFHLYHUV�DQG�

KDV�DOZD\V�EHHQ�VXFFHVVIXO�LQ�FRPPDQGHHULQJ�WKH�WDUJHW�

UHFHLYHU�

Test Setup
FIGURE 2�VKRZV�D�VFKHPDWLF�RI�WKH�VHWXS�XVHG�IRU�WKH�RSHQ�

DLU�WHVWV��7KH�VLJQDOV�UHFHLYHG�DW�WKH�URRI�ZHUH�URXWHG�LQWR�

WKH�VSRRIHU�IRU�XVH�LQ�SURGXFLQJ�WKH�FRXQWHUIHLW�VLJQDOV�DQG�

LQWR�WKH�5)�VKLHOGHG�WHQW�IRU�UHEURDGFDVWLQJ��7KH�FRXQWHUIHLW�

VLJQDOV�ZHUH�DOVR�URXWHG�LQWR�WKH�WHQW�IRU�EURDGFDVWLQJ��,Q�

DGGLWLRQ�WR�WKH�DQWHQQDV�EURDGFDVWLQJ�WKH�DXWKHQWLF�DQG�

FRXQWHUIHLW�VLJQDOV��D�WKLUG�DQWHQQD�ZDV�VHWXS�LQVLGH�WKH�WHQW�

WR�UHFHLYH�WKH�FRPELQDWLRQ�RI�DXWKHQWLF�DQG�VSRRIHG�VLJQDOV��

7KLV�VHWXS�LV�UHSUHVHQWDWLYH�RI�DQ�DFWXDO�DWWDFN�VFHQDULR�ZKHUH�

WKH�PDOHIDFWRU�GRHV�QRW�KDYH�SK\VLFDO�DFFHVV�WR�WKH�YLFWLP�

UHFHLYHU¶V�DQWHQQD�LQSXW�EXW�UDWKHU�EURDGFDVWV�WKH�VSRRIHG�

VLJQDOV�RYHU�WKH�DLU��)RU�FDEOH�RQO\�WHVWV��WKH�HQWLUH�VHWXS�LQVLGH�

WKH�WHQW�ZDV�UHSODFHG�ZLWK�D�VLJQDO�FRPELQHU�WKDW�VXPPHG�WKH�

DXWKHQWLF�DQG�VSRRIHG�VLJQDOV�

7KH�FRPELQHG�DXWKHQWLF�DQG�VSRRIHG�VLJQDOV�ZHUH�IHG�WR�WKH�

YLFWLP�*36�WLPH�UHIHUHQFH�UHFHLYHU��7KH�RXWSXW�WLPLQJ�VLJQDO�

IURP�WKH�YLFWLP�UHFHLYHU�ZDV�XVHG�DV�WKH�V\QFKURQL]DWLRQ�

UHIHUHQFH�IRU�RQH�308��ZKHUHDV�D�VHFRQG�308�ZDV�JLYHQ�

WLPLQJ�IURP�D�VHSDUDWH�*36�WLPH�UHIHUHQFH�UHFHLYHU�WKDW�

ZDV�WUDFNLQJ�RQO\�DXWKHQWLF�*36�VLJQDOV���6LQFH�WKH�308V�

ZHUH�LQ�WKH�VDPH�URRP�DQG�PHDVXUHG�WKH�ORFDO�YROWDJH�DQG�

FDUULHU�SKDVRUV��ERWK�308V�ZRXOG�UHSRUW�URXJKO\�WKH�VDPH�

SKDVRU�PHDVXUHPHQWV�XQGHU�QRUPDO�FLUFXPVWDQFHV��7KXV��

DQ\�VLJQLILFDQW�GLIIHUHQFHV�LQ�WKH�SKDVH�DQJOH�PHDVXUHPHQWV�

THE GENERATION, TRANSMISSION, AND DISTRIBUTION OF 

ELECTRIC POWER make the power grid the most critical of 

critical infrastructures in the United States. Past events 

and numerous government demonstrations have shown 

just how vulnerable the power grid can be, not only 

to natural disasters, but more importantly to malicious 

cyber activity, which is on the rise.  Past consequences of 

power disruption were annoyance and some economic 

cost; future disruptions from intentional malicious activity 

could cascade into crippling failures. Cyber threats now 

rival the consequences of physical attacks.

Over the past decade, the power industry has seen 

an explosion in the use of accurate, synchronized time 

incorporated into its controlling networks. Accurate 

timing signals are exploited in power systems from the 

generation plant down to the distribution substation and 

now down to individual smart grid component.

The value of time synchronization is best understood 

by recognizing that the power grid is a single, complex, 

interconnected, and interdependent network. What 

happens in one part of the grid affects operation 

elsewhere, and in other systems reliant on stable power, 

as was observed in the 2003 Northeast Blackout.

With the transition to smart technologies and a 

unified, synchronized grid, the potential for catastrophic 

cascading failures increases if proper control measures 

are not implemented. Time-synchronized measurements 

are changing the way electric power systems are 

controlled to protect against these events. Phasor 

measurement units (PMUs) have recently emerged as 

one technology which has the potential to one day 

anticipate failures, making it possible to take remedial 

actions before failures spread across the network.

PMUs rely on GPS to provide accurate, synchronized 

time across the power grid. This reliance creates a 

vulnerability to a particular type of malicious attack: GPS 

spoofing. Spoofers generate counterfeit GPS signals 

that commandeer a victim receiver’s tracking loops and 

induce spoofer-controlled time or position offsets. The 

2001 USDOT Volpe Report noted the absence of any 

off-the-shelf defense against civilian spoofing. In 2008, 

researchers demonstrated that an inexpensive portable 

software-defined GPS spoofer could be built from off-

the-shelf components.

Northrop Grumman Information Systems (NGIS) and 

the University of Texas (UT) conducted a functional test 

and evaluation of the effects a spoofed GPS timing signal 

would have on synchrophasors, to determine if adverse 

effects could be produced on a sensitive timing-signal-

dependent network such as a Supervisor Control and 

Data Acquisition (SCADA) network and the network 

devices such as PMUs. This article describes the test.
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EHWZHHQ�WKH�WZR�308V�FRXOG�EH�DWWULEXWHG�WR�WKH�HIIHFWV�RI�

VSRRILQJ�

Test Results
%RWK�WKH�FDEOH�RQO\�DQG�WKH�RYHU�WKH�DLU�VSRRILQJ�DWWDFNV�

ZHUH�VXFFHVVIXO�LQ�OHDGLQJ�WKH�308�SKDVH�PHDVXUHPHQWV�

RII�IURP�WKH�WUXWK��FIGURE 3�VKRZV�WKH�PHDVXUHG�SKDVH�DQJOH�

GLIIHUHQFH�EHWZHHQ�WKH�UHIHUHQFH�308��ZKLFK�ZDV�IHG�WKH�

WUXH�*36�VLJQDO��DQG�WKH�VSRRIHG�308�WKURXJKRXW�RQH�HQWLUH�

WHVW��7KLV�YDOXH�ZRXOG�QRUPDOO\�EH�OHVV�WKDQ�D�IHZ�GHJUHHV�LQ�

WKH�DEVHQFH�RI�VSRRILQJ��VLQFH�WKH�WZR�308V�DUH�FR�ORFDWHG���

$IWHU�WKH�LQLWLDO�WHQ�PLQXWH�FDSWXUH�DQG�FDUU\�RII��ZKLFK�

SURFHHGV�VORZO\�WR�DYRLG�GHWHFWLRQ��WKH�VSRRIHU�DFFHOHUDWHV�LWV�

FDUU\�RII�DQG�WKH�UHIHUHQFH�DQG�VSRRIHG�SKDVH�DQJOHV�TXLFNO\�

GLYHUJH�

FIGURE 4�VKRZV�SLFWXUHV�RI�DQ�RVFLOORVFRSH�DQG�WKH�

6\QFKURZDYH�VFUHHQ�DW�WKH�VWDUW�RI�WKH�WHVW��7KH�RVFLOORVFRSH�

VKRZV�WZR�SXOVH�SHU�VHFRQG��336��VLJQDOV��ZLWK�WKH�XSSHU�

\HOORZ�SXOVH�FRPLQJ�IURP�D�UHIHUHQFH�FORFN�EHLQJ�IHG�WUXH�

*36�DQG�WKH�ORZHU�EOXH�SXOVH�FRPLQJ�IURP�WKH�VSRRIHG�WLPLQJ�

UHFHLYHU��%RWK�336�VLJQDOV�DUH�LQLWLDOO\�DOLJQHG�ZLWK�HDFK�

RWKHU��7KH�6\QFKURZDYH�VFUHHQ�GLVSOD\V�WKH�308�SKDVH�DQJOH�

GDWD�LQ�UHDO�WLPH�DV�SKDVRUV�ZLWK�WKH�QRPLQDO����+]�RSHUDWLQJ�

IUHTXHQF\�VXEWUDFWHG�IURP�WKH�SKDVH�DQJOH��7KH�UHG�DQG�JUHHQ�

SKDVRUV�VKRZ�WKH�SKDVH�GDWD�IURP�WKH�UHIHUHQFH�DQG�VSRRIHG�

308V�UHVSHFWLYHO\��7KHVH�SKDVRUV�DUH�ZLWKLQ�D�IHZ�GHJUHHV�RI�

HDFK�RWKHU�DW�WKH�EHJLQQLQJ�RI�WKH�WHVW�

FIGURE 5�VKRZV�SLFWXUHV�RI�WKH�2VFLOORVFRSH�DQG�WKH�

6\QFKURZDYH�VFUHHQ�DW�DERXW�����VHFRQGV�LQWR�WKH�WHVW��$W�WKLV�

SRLQW��WKH�VSRRIHU�KDV�PRYHG�WKH�YLFWLP�UHFHLYHU����V�RII�LQ�

WLPH�DQG�KDV�FRPSOHWHO\�FDSWXUHG�WKH�UHFHLYHU���7KH�GHOLFDWH�

LQLWLDO�FDSWXUH�DQG�FDUU\�RII�LV�SHUIRUPHG�DW�D�VORZ�UDWH�WR�

VXSSUHVV�DQ\�HYLGHQFH�RI�WKH�VSRRIHU¶V�SUHVHQFH��+RZHYHU��

WKLV�SURFHVV�FRXOG�EH�GRQH�TXLFNHU�EHFDXVH�WKH�UHFHLYHU�ZDV�

QRW�ORRNLQJ�IRU�VXFK�HYLGHQFH�RI�IRXO�SOD\��$W�WKLV�VWDJH�RI�WKH�

WHVW��WKHUH�LV�QRW�\HW�DQ\�VLJQLILFDQW�GLIIHUHQFH�EHWZHHQ�WKH�WZR�

SKDVRUV�RQ�WKH�6\QFKURZDYH�VFUHHQ��VLQFH�WKH�VSRRIHG�WLPH�

RIIVHW�UHPDLQV�UHODWLYHO\�VPDOO���7KH�RVFLOORVFRSH��KRZHYHU��

UHYHDOV�WKDW�WKH�336�RXWSXW�IURP�WKH�YLFWLP�UHFHLYHU�KDV�PRYHG�

E\�DERXW����V�UHODWLYH�WR�WKH�UHIHUHQFH�336��$W�WKLV�SRLQW��WKH�

VSRRIHU�EHJLQV�WR�DFFHOHUDWH�WKH�YLFWLP�UHFHLYHU¶V�WLPH�VROXWLRQ�

DW�D�GLVWDQFH�HTXLYDOHQW�UDWH�RI���P�V��XQWLO�LW�UHDFKHV�D�ILQDO�

GLVWDQFH�HTXLYDOHQW�YHORFLW\�RI������P�V��'LVWDQFH�HTXLYDOHQW�

YHORFLW\�FDQ�EH�FRQYHUWHG�LQWR�WKH�DFWXDO�WLPH�UDWH�RI�FKDQJH�RI�

WLPH�E\�GLYLGLQJ�E\�WKH�VSHHG�RI�OLJKW�

7KH�DFFHOHUDWLRQ�VHJPHQW�RI�WKH�DWWDFN�PXVW�EH�WDLORUHG�WR�

WKH�LQGLYLGXDO�UHFHLYHU¶V�DELOLW\�WR�WUDFN�WKH�VSRRIHU�LQGXFHG�

G\QDPLFV��2WKHUZLVH��WKH�VSRRIHU�ULVNV�ORVLQJ�FRQWURO�RI�WKH�

YLFWLP�UHFHLYHU¶V�WUDFNLQJ�ORRSV�E\�PRYLQJ�WRR�TXLFNO\�IRU�

WKH�UHFHLYHU�WR�WUDFN�RU�E\�UDLVLQJ�DODUPV��$OWHUQDWLYHO\��D�

PDOHIDFWRU�FRXOG�VXUYH\�SRVVLEOH�*36�WLPH�UHIHUHQFH�UHFHLYHUV�

WKDW�PLJKW�EH�XVHG�DQG�WDLORU�WKH�VSRRILQJ�DWWDFN�VXFK�WKDW�DQ\�

RI�WKH�UHFHLYHUV�ZRXOG�WUDFN�DQG�EHOLHYH�WKH�VSRRIHG�VLJQDOV��

7KLV�ZRXOG�SODFH�VHYHUH�OLPLWV�RQ�WKH�VSRRIHU¶V�DELOLW\�WR�

PDQLSXODWH�WLPLQJ��EXW�ZRXOG�QRW�PDNH�WKH�DWWDFN�LPSRVVLEOH�

RU�LPSODXVLEOH�

FIGURE 6�VKRZV�WKH�RVFLOORVFRSH�DQG�6\QFKURZDYH�VFUHHQ�

DW�DERXW�����VHFRQGV�LQWR�WKH�WHVW��$W�WKLV�SRLQW��WKH�VSRRIHU�

KDV�EURNHQ�WKH�,(((�&�������6WDQGDUG�IRU�308V��ZKLFK�

UHTXLUHV�DFFXUDF\�LQ�WKH�PHDVXUHG�SKDVH�DQJOH�RI������R��

7KLV�GHPRQVWUDWHV�D�VLJQLILFDQW�YXOQHUDELOLW\�IRU�308�EDVHG�

PRQLWRULQJ�DQG�FRQWURO��VLQFH�WKHVH�DSSOLFDWLRQV�OHYHUDJH�WKH�

DFFXUDF\�VXSSRVHGO\�JXDUDQWHHG�E\�WKH�VWDQGDUG��7KHUH�LV�\HW�

QR�QRWLFHDEOH�GLIIHUHQFH�RQ�WKH�6\QFKURZDYH�VFUHHQ��EXW�WKH�

RVFLOORVFRSH�FOHDUO\�VKRZV�WKDW�WKH�YLFWLP�UHFHLYHU�KDV�QRZ�

EHHQ�RIIVHW�LQ�WLPH�E\�DERXW�����V�

FIGURE 7�VKRZV�SLFWXUHV�RI�WKH�RVFLOORVFRSH�DQG�WKH�

6\QFKURZDYH�VFUHHQ�DW�DERXW�����VHFRQGV�LQWR�WKH�WHVW��$W�WKLV�

SRLQW��WKH�VSRRIHU�KDV�UHDFKHG�LWV�ILQDO�YHORFLW\�RI������P�V��$�

 ▲  FIGURE 2  Schematic of the test setup. 
 ▲  FIGURE 3  A plot of the phase angle difference between the refer-

ence and the spoofed PMUs. Normally the phase angle difference 

would be nearly zero in the absence of a spoofing attack. Point 1 

marks the start of the test. Point 2 marks the point at which the 

spoofer has completely captured the victim receiver. Point 3 marks 

the point at which the IEEE C37.118 Standard has been broken. 

Point 4 marks the point at which the spoofer-induced velocity has 

reached its maximum value for the test. Point 5 marks the point at 

which the spoofed signal was removed.
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SKDVH�DQJOH�RIIVHW�RI���R�KDV�DOVR�EHHQ�

LQWURGXFHG�LQ�D�PDWWHU�RI�PLQXWHV��$V�

H[SHFWHG��WKHUH�LV�D�PDUNHG�GLIIHUHQFH�LQ�

WKH�SKDVRUV�RQ�WKH�6\QFKURZDYH�VFUHHQ��

7KH�RVFLOORVFRSH�DOVR�VKRZV�D�WLPH�

RIIVHW�RI������V�KDV�EHHQ�LQGXFHG�LQ�WKH�

YLFWLP�UHFHLYHU�

FIGURE 8�VKRZV�SLFWXUHV�RI�WKH�

RVFLOORVFRSH�DQG�WKH�6\QFKURZDYH�

VFUHHQ�DW�DERXW������VHFRQGV�LQWR�WKH�

WHVW��$W�WKLV�SRLQW��WKH�VSRRIHG�VLJQDO�

ZDV�KHDYLO\�DWWHQXDWHG�DQG�LQVWDQWO\�

UHDOLJQHG�ZLWK�WKH�DXWKHQWLF�VLJQDOV��

7KLV�ZDV�LQWHQGHG�WR�EH�WKH�HQG�RI�WKH�

WHVW��EXW�ZKHQ�WKLV�SDUWLFXODU�UHFHLYHU�

ORVW�ORFN�RQ�WKH�VLJQDO�LW�FRQWLQXHG�WR�

VHQG�RXW�D�YDOLG�WLPH�VLJQDO�WR�WKH�308�

ZKLOH�IO\�ZKHHOLQJ�RII�LWV�LQWHUQDO�FORFN��

7KLV�FDXVHG�DQ�DODUP�WR�LVVXH�RQ�WKH�

IURQW�SDQHO�RI�WKH�WLPH�UHIHUHQFH�UHFHLYHU�

LQGLFDWLQJ�ORVV�RI�*36�VLJQDO�ORFN���

7KH�GRZQVWUHDP�308��KRZHYHU��ZDV�

REOLYLRXV�WR�WKLV�ORVV�RI�ORFN��7KLV�VWDWH�

SHUVLVWHG�IRU�DERXW�KDOI�DQ�KRXU�EHIRUH�

WKH�FORFN�ILQDOO\�UHDFTXLUHG�WKH�DXWKHQWLF�

VLJQDO�DQG�LQVWDQWO\�UHDOLJQHG�LWV�WLPH�

RXWSXW��ZKLFK�FDXVHG�WKH�SKDVRUV�WR�

UHDOLJQ���)LJXUH���GRHV�QRW�VKRZ�WKH�

SKDVH�DQJOH�GDWD�IRU�WKLV�HQWLUH�SHULRG��

EXW�GRHV�VKRZ�WKDW�WKH�SKDVH�DQJOH�

GLIIHUHQFH�H[FHHGV�DW�OHDVW���R�EHIRUH�WKH�

WLPH�UHIHUHQFH�UHFHLYHU�UHDFTXLUHV�WKH�

DXWKHQWLF�VLJQDO�

Implications
6\QFKURSKDVRU�GDWD�SURYLGHV�D�FOHDU�

SLFWXUH�RI�WKH�VWDWH�RI�WKH�SRZHU�V\VWHP�

LQ�UHDO�WLPH��$V�WKH�VL]H�RI�WKH�SRZHU�

JULG�JURZV�DQG�VWDELOLW\�PDUJLQV�DUH�

UHGXFHG��WR�SURYLGH�PRUH�HIILFLHQW�

GLVWULEXWLRQ�RI�SRZHU���LW�ZLOO�EHFRPH�

GHVLUDEOH�WR�XVH�V\QFKURSKDVRUV�IRU�

FRQWURO�SXUSRVHV��308�PDQXIDFWXUHUV�

DUH�FXUUHQWO\�VHOOLQJ�308V�FDSDEOH�

RI�LPSOHPHQWLQJ�DXWRPDWHG�FRQWURO�

VFKHPHV�WKDW�RIIHU�UHVSRQVH�WLPHV�OHVV�

WKDQ���F\FOHV���6XFK�VZLIW�UHVSRQVH�WLPHV�

DUH�VHHQ�DV�QHFHVVDU\�WR�SUHYHQW�JULG�

LQVWDELOLW\�RU�GDPDJH�WR�HTXLSPHQW�

&RQWURO�VFKHPHV�EDVHG�RQ�

V\QFKURSKDVRUV�UHO\�RQ�SKDVH�DQJOH�

GLIIHUHQFHV�EHWZHHQ�WZR�QRGHV�DV�DQ�

LQGLFDWRU�RI�D�IDXOW�FRQGLWLRQ��2QH�

H[DPSOH�RI�D�FXUUHQWO\�RSHUDWLRQDO�

V\QFKURSKDVRU�EDVHG�FRQWURO�V\VWHP�LV�

WKH�&KLFRDVHQ�$QJRVWXUD�WUDQVPLVVLRQ�

OLQN�LQ�0H[LFR��7KLV�WUDQVPLVVLRQ�

OLQH�OLQNV�WRJHWKHU�ODUJH�K\GURHOHFWULF�

JHQHUDWRUV�LQ�$JRVWXUD�WR�ODUJH�ORDGV�

LQ�&KLFRDVHQ�WKURXJK�WZR�����N9�

WUDQVPLVVLRQ�OLQHV�DQG�RQH�����N9�

WUDQVPLVVLRQ�OLQH��,I�D�IDXOW�RFFXUV�LQ�

ZKLFK�ERWK�RI�WKH�����N9�OLQHV�DUH�ORVW��

WKHQ�WKH�K\GURHOHFWULF�JHQHUDWRUV�PD\�

H[SHULHQFH�DQJXODU�LQVWDELOLW\��,Q�RUGHU�

WR�SUHYHQW�WKLV��D�308�ZDV�VHW�XS�DW�

HDFK�HQG�RI�WKH�WUDQVPLVVLRQ�OLQHV�ZLWK�

D�GLUHFW�FRPPXQLFDWLRQV�OLQN�EHWZHHQ�

WKHP��,W�ZDV�IRXQG�WKDW�XQGHU�QRPLQDO�

DQG�VLQJOH�IDXOW��RQO\�RQH�����N9�

OLQH�ORVW��FRQGLWLRQV��WKH�SKDVH�DQJOH�

GLIIHUHQFH�EHWZHHQ�WKH�WZR�ORFDWLRQV�

ZDV�OHVV�WKDQ��R��ZKHUHDV�D�GRXEOH�IDXOW�

�ERWK�����N9�OLQHV�ORVW��SURGXFHG�D�

SKDVH�DQJOH�GLIIHUHQFH�RI���R��%DVHG�RQ�

WKLV�ILQGLQJ��WKH�308V�ZHUH�FRQILJXUHG�

VR�WKDW�LI�WKH�SKDVH�DQJOH�GLIIHUHQFH�

H[FHHGHG���R��WKH�K\GURHOHFWULF�

JHQHUDWRUV�ZRXOG�EH�DXWRPDWLFDOO\�

WULSSHG�

,I�D�VSRRIHU�ZHUH�WR�DWWDFN�WKLV�V\VWHP�

LQ�0H[LFR�RU�D�VLPLODU�LPSOHPHQWDWLRQ�

HOVHZKHUH��WKHQ�WKH�VSRRIHU�FRXOG�FDXVH�

 ▲  FIGURE 4  Oscilloscope (left) and Synchrowave (right) screen at the start of the test, which is 

marked as point 1 in Figure 3.

 ▲  FIGURE 5  Oscilloscope and Synchrowave screen at about 620 seconds, point 2 in Figure 3.

 ▲  FIGURE 6  Oscilloscope and Synchrowave screen at about 680 seconds, point 3 in Figure. 3.
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D�JHQHUDWRU�WULS��,Q�WKH�WHVW�GHVFULEHG�LQ�

WKH�SUHYLRXV�VHFWLRQ��D���R�RIIVHW��WKH�

WKUHVKROG�IRU�WKH�&KLFRDVHQ�$QJRVWXUD�

OLQN��ZDV�LQGXFHG�E\�WKH�VSRRIHU�DERXW�

����V�DIWHU�FDSWXULQJ�WKH�WDUJHW�UHFHLYHU��

DV�VHHQ�LQ�)LJXUHV���DQG����$�PDOHIDFWRU�

FRXOG�HYHQ�OHDG�WKH�SKDVH�DQJOH�RII�LQ�

WKH�RSSRVLWH�GLUHFWLRQ��VD\��R��EHIRUH�

FXWWLQJ�ERWK�����N9�WUDQVPLVVLRQ�

OLQHV��,QVWHDG�RI�FDXVLQJ�D�JHQHUDWRU�WR�

XQQHFHVVDULO\�WULS��WKLV�ZRXOG�SUHYHQW�

308V�IURP�WULSSLQJ�WKH�JHQHUDWRU�

ZKHQ�UHTXLUHG�DQG�SRWHQWLDOO\�FDXVH�

GDPDJH�WR�WKH�JHQHUDWRU�RU�UHPDLQLQJ�

WUDQVPLVVLRQ�OLQHV�

%H\RQG�WULSSLQJ�D�VLQJOH�JHQHUDWRU��

WKHUH�LV�SRWHQWLDO�IRU�WKH�HIIHFWV�RI�WKH�

DWWDFN�WR�SURSDJDWH�WKURXJK�WKH�JULG�

DQG�FDXVH�FDVFDGLQJ�IDXOWV�DFURVV�

WKH�JULG��2QH�H[DPSOH�RI�WKLV�W\SH�RI�

FDVFDGLQJ�IDLOXUH�LV�WKH������1RUWKHDVW�

EODFNRXW��$OWKRXJK�WKLV�EODFNRXW�GLG�

QRW�LQYROYH�308V�RU�D�VSRRILQJ�DWWDFN��

LW�GHPRQVWUDWHV�KRZ�DQ�DSSURSULDWHO\�

WDUJHWHG�DWWDFN�DJDLQVW�308V�XVHG�IRU�

FRQWURO�RQ�WKH�SRZHU�JULG�FRXOG�FDXVH�

ODUJH�VFDOH�EODFNRXWV�WKDW�RULJLQDWH�ZLWK�D�

VLQJOH�JHQHUDWRU�RU�WUDQVPLVVLRQ�OLQH�WULS��

2Q�$XJ�����������DW������S�P���D�

����N9�WUDQVPLVVLRQ�OLQH�LQ�2KLR�EHJDQ�

WR�VDJ�IURP�LQFUHDVHG�IORZ�RI�HOHFWULF�

SRZHU��:KHQ�WKH�OLQH�VDJJHG�WRR�FORVH�

WR�D�WUHH��LW�FDXVHG�D�VKRUW�WR�JURXQG�DQG�

WULSSHG�RIIOLQH��7KLV�LV�VRPHWKLQJ�WKDW�

KDSSHQV�IDLUO\�IUHTXHQWO\�RQ�WKH�PDVVLYH�

8�6��HOHFWULFDO�JULG�DQG�LV�XVXDOO\�HDVLO\�

GHDOW�ZLWK��+RZHYHU��WKH�WULSSLQJ�RI�WKDW�

OLQH�LQ�QRUWKHUQ�2KLR�EHJDQ�D�FDVFDGH�

RI�IDLOXUHV�WKDW��LQ�D�OLWWOH�PRUH�WKDQ�

DQ�KRXU��OHG�WR�D�QHDU�WRWDO�SRZHU�ORVV�

IRU�PRUH�WKDQ����PLOOLRQ�SHRSOH�LQ�WKH�

QRUWKHDVWHUQ�8�6��DQG�SDUWV�RI�&DQDGD��

7KH�EODFNRXW�LV�HVWLPDWHG�WR�KDYH�

FRVW�DSSUR[LPDWHO\����ELOOLRQ�IRU�

RQO\�IRXU�GD\V�RI�SRZHU�ORVV��7KLV�

OHG�WKH�'HSDUWPHQW�RI�(QHUJ\�DQG�WKH�

1RUWK�$PHULFDQ�(OHFWULF�5HOLDELOLW\�

&RUSRUDWLRQ��1(5&��WR�IXQG�DQG�SXVK�

IRU�DQ�LPSURYHG�³VPDUW�JULG´�ZLWK�

V\QFKURSKDVRU�WHFKQRORJ\�DV�D�PDMRU�

FRPSRQHQW��

$V�SUHYLRXVO\�SRLQWHG�RXW��308V�

DUH�KLJK�VSHHG��UHDO�WLPH�V\QFKURQL]HG�

PHDVXUHPHQW�GHYLFHV�XVHG�WR�GLDJQRVH�

WKH�KHDOWK�RI�WKH�HOHFWULFLW\�JULG��:LWK�

V\QFKURSKDVRU�GDWD��HOHFWULF�XWLOLWLHV�

FDQ�XVH�H[LVWLQJ�SRZHU�PRUH�HIILFLHQWO\�

DQG�SXVK�PRUH�SRZHU�WKURXJK�WKH�

JULG�ZKLOH�UHGXFLQJ�WKH�OLNHOLKRRG�

RI�SRZHU�GLVUXSWLRQV�OLNH�EODFNRXWV��

6\QFKURSKDVRU�PHDVXUHPHQWV�DUH�

EHLQJ�ORRNHG�DW�WR�UHGXFH�WKH�OLNHOLKRRG�

RI�IDOVH�DQG�LQDSSURSULDWH�WULJJHUV�RI�

WUDQVPLVVLRQ�V\VWHP�FLUFXLW�EUHDNHUV�WKDW�

SURWHFWLYHO\�VKXW�GRZQ�HOHFWULFDO�IORZ�

DQG�FRQWULEXWH�WR�FDVFDGLQJ�EODFNRXWV��

+RZHYHU��*36�VSRRILQJ�SRVHV�D�

VLJQLILFDQW�WKUHDW�WR�WKHVH�REMHFWLYHV�IRU�

308V�DQG�FDQ�PDNH�V\QFKURSKDVRU�

EDVHG�FRQWURO�WKH�FDXVH�IRU�WKHVH�HYHQWV�

LQVWHDG�RI�WKH�FXUH�

Conclusions
6SRRILQJ�SRVHV�D�WKUHDW�WR�WKH�LQWHJULW\�

RI�V\QFKURSKDVRU�PHDVXUHPHQWV��$�

VSRRIHU�FDQ�LQWURGXFH�D�WLPH�RIIVHW�LQ�WKH�

WLPH�UHIHUHQFH�UHFHLYHU�WKDW�SURYLGHV�WKH�

WLPLQJ�VLJQDO�IRU�D�308�ZLWKRXW�KDYLQJ�

SK\VLFDO�DFFHVV�WR�WKH�UHFHLYHU�LWVHOI��

7KLV�SURGXFHV�D�FRUUHVSRQGLQJ�SKDVH�

RIIVHW�LQ�WKH�V\QFKURSKDVRU�GDWD�FRPLQJ�

IURP�WKDW�308��7HVWV�GHPRQVWUDWHG�

WKDW�D�308�FRXOG�EH�PDGH�WR�YLRODWH�

WKH�,(((�&�������6WDQGDUG�IRU�

V\QFKURSKDVRUV�LQ�DERXW����PLQXWHV�

IURP�WKH�VWDUW�RI�D�VSRRILQJ�DWWDFN�

$V�308�XVDJH�FRQWLQXHV�WR�JURZ�

WKURXJKRXW�WKH�ZRUOG��308V�ZLOO�

LQFUHDVLQJO\�EH�XVHG�IRU�DXWRPDWLF�

FRQWURO�SXUSRVHV�LQVWHDG�RI�MXVW�JULG�

PRQLWRULQJ��7KH�WHVWV�GHVFULEHG�KHUH�

GHPRQVWUDWH�WKDW�D�VSRRIHU�FRXOG�

FDXVH�FRQWURO�VFKHPHV�WR�IDOVHO\�WULS�

D�JHQHUDWRU���,Q�WKH�SUHVHQFH�RI�RWKHU�

H[DFHUEDWLQJ�IDFWRUV��WKLV�FRXOG�OHDG�

WR�D�FDVFDGH�RI�IDXOWV�DQG�D�ODUJH�VFDOH�

EODFNRXW�
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 ▲  FIGURE 8  Oscilloscope and Synchrowave screen at about 1370 seconds, point 5 in Figure 3.

 ▲  FIGURE 7  Oscilloscope and Synchrowave screen at about 870 seconds, point 4 in Figure 3.


